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CSTDA NMDS privacy and data principles

6.1
Introduction 

In the planning stages of the CSTDA NMDS redevelopment it was agreed that it would be important to develop and refine privacy and data principles for the CSTDA NMDS collection in the course of the redevelopment. Section 6.2 sets out these principles. 

Everyone participating in the CSTDA NMDS collection is urged to read the privacy and data principles and undertake their role in the collection in accord with these principles. The principles draw heavily on legislation and standards designed to protect the rights of all involved. 

The privacy and data principles are designed to apply to data collected for the CSTDA NMDS collection, from disability support agencies, transmitted to jurisdictions and the AIHW for national collations and analysis. Similar principles could be used, however, in data collections more generally.

Under National Privacy Principle 5.1 of the Privacy Amendment (Private Sector) Act 2000 relevant agencies must set out in a document clearly expressed policies on their management of personal information. For agencies that have not developed such a privacy policy, the CSTDA NMDS privacy and data principles may be a useful basis or starting point for your policy on managing personal information.

Section 6.2 first presents relevant background material and Section 6.3 draws on this material to outline privacy and data principles for the CSTDA NMDS collection under three main headings: ethos; content; and quality, methods and procedures.

For more information on privacy and non-consent in the CSTDA NMDS, refer to Section 3.3.
6.2
Relevant background material

The Privacy Act and Information Privacy Principles

The Privacy Act 1988 contains 11 Information Privacy Principles (IPPs) which govern the conduct of use of Commonwealth and Australian Capital Territory Government agencies in the collection, management, use and disclosure of records containing personal information. These principles have stood the test of time in a decade of rapid technical development (see Appendix A).

The Privacy Amendment (Private Sector) Act 2000 came into effect on 21 December 2001. This Act extends the coverage of the Privacy Act to protect personal information in the private sector. The Amendment Act includes 10 National Privacy Principles (NPPs) which set the baseline standards for privacy protection by private sector (and non-government) organisations. The Act provides for the development and approval, by the Federal Privacy Commissioner, of sector-specific codes. A working group of the Australian Health Ministers’ Advisory Council (AHMAC) is currently developing a national health privacy code that could operate in the public and private sectors.

The Privacy Commissioner has issued guidelines to explain in a clear and simple way how the NPPs work in practice. Acknowledging that personal health information is generally considered to be amongst the most sensitive and intimate of personal information, the Office of the Federal Privacy Commissioner has issued health privacy guidelines which complement the general NPP guidelines and provide specific guidance on how the NPPs operate in the private health sector. The Act defines health information as including information or an opinion about the health or a disability (at any time) of an individual. 

The AIHW will keep this document up to date as new information becomes available. An information sheet developed by the Office of the Federal Privacy Commissioner about the new private sector privacy law is attached (Appendix B). Further information on privacy can be obtained from the Federal Privacy Commissioner’s web site at www.privacy.gov.au. 

Disability service standards

Standard 4 of the Disability Service Standards (FaCS 2005) states that: 

Each service user’s right to privacy, dignity and confidentiality in all aspects of his or
her life is recognised and respected.

Agencies must have written policies and procedures designed to achieve the standard, preferably developed in consultation with service users. Related considerations include: 

· Information held by an agency will often include pertinent personal details. 

· Access to this personal information is privileged, and needs to be limited to protect the privacy of each person with a disability. Service users should know by whom, when and why personal information is being accessed.

Standards on personal information and activities include:

4.3 
The agency only collects service user information that is directly relevant to effective service delivery.

4.4 
Each service user is informed of the types of personal information that the agency holds and the reason for holding this information.

4.5 
Each service user’s consent is to be obtained before any information about him or her is sought or released by the agency.
Related considerations are:

· Policies and procedures exist to ensure that personal and employment records are securely stored and are accessible only to staff who need to use them. In addition, records should only contain information which is necessary for the purposes of providing the service.

· Service user access (with support if necessary) to personal and employment details can assist in ensuring information is kept up-to-date and accurate.

· Staff are aware of their privileged access to information: this is communicated in staff recruitment, selection, training and supervision procedures.

Relevant AIHW data policies

The AIHW operates under the AIHW Act 1987, which has strong confidentiality provisions. These confidentiality principles are expanded through AIHW policy and procedures relating to security and privacy information. They are approved by the Institute’s Board, and take into consideration related data custodianship procedures. These policies and procedures seek to put into effect the principles set out in the Institute’s legislation and other relevant legislation, and also the principles set out in Appendix A. The Institute’s Ethics Committee approves access to databases under certain conditions

Some of the AIHW principles relating to data custodianship complement the other material quoted in this paper. A brief excerpt is at Appendix C.

Principles and standards for Indigenous data

The National Advisory Group on Aboriginal and Torres Strait Islander Health Information and Data (NAGATSIHID) has developed a set of 11 data principles. These data principles are a set of recommendations for jurisdictions, rather than mandatory principles, which have been endorsed by the Australian Health Ministers’ Advisory Council (AHMAC) and aim to improve the protective rights of health data for Aboriginal and Torres Strait Islander Australians. The principles are subject to review in 2008, where issues regarding collection, storage and use of Aboriginal and Torres Strait Islander health data can be identified. 

National Aboriginal and Torres Strait Islander Health Data Principles

All organisations with significant responsibilities in Aboriginal and Torres Strait Islander health data should encourage the application of these principles and establish meaningful partnerships with Aboriginal and Torres Strait Islander Australians.

Mindful of Aboriginal and Torres Strait Islander peoples understanding of ownership, including ownership of personal and community information, and any relevant agreements with various parties, including governments, these principles set out a culturally respectful foundation for the collection, storage and use of their health and health related information.

Principle 1: The management of health-related information about Aboriginal and Torres Strait Islander persons must be ethical, meaningful, and support improved health and better planning and delivery of services.

Principle 2: The analysis, interpretation and reporting of Aboriginal and Torres Strait Islander health and health-related information should, where feasible, occur collaboratively with Aboriginal and Torres Strait Islander peoples.

Principle 3: The privacy and confidentiality of Aboriginal and Torres Strait Islander people will be protected in accordance with any relevant legislation and privacy codes.

Principle 4: Aboriginal and Torres Strait Islander peoples should be informed at the point of service that attendance/participation may contribute to administrative or mandatory data collections and that such data will be used to improve the quality, coverage and scope of health services and protect the public health. Data collection agencies and data custodians should have a policy that provides this information to people at the point of data collection and appropriate governance arrangements to review its implementation. 

Principle 5: In general, free and informed consent should be obtained from Aboriginal and Torres Strait Islander peoples prior to any information management activities, except where mandatory reporting or legislative provisions apply. Otherwise, where there is a proposal to initiate an information management activity without the consent of Aboriginal and Torres Strait Islander peoples, it must be clearly demonstrated  both that the activity will advance the interests of Aboriginal and Torres Strait Islander peoples and that it is impractical and infeasible to obtain further specific consent. 

Principle 6: The value of the resources required to collect and use information should be assessed in the light of the potential benefit to Aboriginal and Torres Strait Islander peoples’ health.

Principle 7: The collection, collation and utilisation of information should be conducted in the most efficient and effective manner possible and minimise the burden on Aboriginal and Torres Strait Islander people.

Principle 8: Systematic and ethical processes for sharing information should be encouraged to assist in policy, planning, management and delivery of health services to Aboriginal and Torres Strait Islander people.

Principle 9: Aboriginal and Torres Strait Islander communities should be provided with feedback about the results and possible implications arising from data analysis.

Principle 10: Information collections require regular review and refinement in order to ensure ongoing relevance to service delivery and the potential for improved health outcomes.

Principle 11: Cultural respect and security of data practices must be promoted across all collections. Aboriginal and Torres Strait Islander individuals and communities should be afforded the same ethical and legal standards of protection as are enjoyed by other Australians. This may require the development and application of methods that are different to or in addition to those in mainstream data collections.

6.3
Privacy and data principles for the CSTDA NMDS 

The following privacy and data principles are based on the material outlined in Section 6.2. These privacy and data principles draw together the material into a concise and holistic document. 

The privacy and data principles are drafted under three main headings: ethos, content, and quality, methods and procedures.
Ethos

E1. Respect: privacy, dignity and confidentiality

The national minimum data set should be defined and collected in a climate of mutual respect:

· All participants in the CSTDA NMDS collection should respect the rights to privacy, dignity and confidentiality of the service user.

· Funded agencies should be respected for their role in providing a valued service and for their need to operate cost-effectively and competitively in a mixed economy.

· Service funders should be respected for their role in policy, administration and high-level advocacy in the sector, and their associated need to monitor the activities and outcomes of services and the profile and needs of service users.
E2. Fairness and transparency 

Data should be collected in accordance with the privacy principles attached:

· Funded agencies should ensure that service users are aware of the data being recorded, the purpose of recording, and which data will be transmitted to other bodies, including funders and national statistical agencies, and for what purpose (see Box 1).

CSTDA-funded services you have the right to access your own files and to update or correct information included in the CSTDA NMDS collection.

· Service users should be made aware of their right to seek access to their records and to correct or update information about them, if it is incomplete, inaccurate or out-of-date.

· Funding departments should ensure that, similarly, funded agencies are aware of the data being recorded, the purpose of recording them, and which data will be transmitted to other bodies including national statistical agencies.

· Fairness and openness concerning purposes, data, procedures and release. Jurisdictions and the AIHW should publish clear statements about the purpose of each data item in the CSTDA NMDS, and the purpose of data collection and jurisdictional and national collation, analysis and dissemination. The purpose of data may legitimately extend to the collection of information that, while not immediately related to the service a person receives at a point in time, relates to the continued availability of that service. (For example, the collection of information on ethnicity or Indigenous origin may or may not be directly relevant to the provision of a service to a service user on a particular day. However this information is regarded as crucial to the effective delivery of the CSTDA program, by establishing the accessibility and equity of the program, and hence ensuring its continuing financial support by governments.)

E3. Custodianship as a principle

· Funded agencies, jurisdictions and the AIHW are the custodians of information collected from service users and funded agencies. They do not ‘own’ data, but are responsible for the protection, storage, analysis and dissemination of the data in accord with: the purposes for which they were collected; the principles of respect and fairness outlined above; and the quality standards outlined in the following sections. 

Purpose and content

P1. CSTDA National Minimum Data Set principles

· The data items included in a national minimum data set should be nationally relevant and important, and able to be collected consistently and interpreted meaningfully.

· The CSTDA NMDS should contribute to the goals and objectives of the CSTDA.

P2. Cost-effectiveness

Including or changing data items imposes costs on all participants in a national collection.

· Data items should, as far as possible, be: consistent with agency and jurisdictional administrative reporting procedures; and able to be efficiently collected and transmitted. 

· The costs of change to data items or collection methods should be weighed up against the desire for continued improvement in content.

Quality, methods and procedures

Q1. Quality of data items

Data items in the CSTDA NMDS should be: based on national and international standards where appropriate; defined clearly, concisely and comprehensively; in accordance with national information priorities; tested for meaning and feasible collection in the field; and collected and maintained accurately, with opportunities for correction by the service user, the funded agency, the jurisdictional administration and the AIHW.

Q2. Quality of data capture and collection methods

· Funded agencies should attempt to align data items on their administrative forms 
(e.g. age, sex and Indigenous origin) as closely as possible with the CSTDA NMDS items, especially where they conform to national standards for community service data definitions.

· Jurisdictions should attempt to ensure related new policy and service developments 
(e.g. service definitions and assessment methods) can be mapped to the information framework of the CSTDA NMDS data concepts, to promote quality, consistency and continuity of national data.

Q3. Custodianship standards: security of storage and access procedures

‘Identifiable information’ is defined here to be: individual records containing age, sex and statistical linkage key components that could be related back to an individual (or could enable an individual's identity to be reasonably ascertained); and agency records that could be used to identify an individual funded agency. ‘Identifiable information’ is different from ‘identifying information’ where individual names and other identifiers are included (i.e. the individual is identified uniquely and with certainty.)

Data custodians are responsible for ensuring their data holdings are protected from unauthorised access, alteration or loss. 

· Paper-based identifiable information should be kept securely locked away when not in use. The minimum requirements are that information must be accessible only to those who are authorised, and that outside normal working hours, the information must be stored in locked drawers or cabinets.

· Particular care must be taken regarding the printout and photocopying of paper-based information. Users should stand by printers, photocopiers and fax machines while this material is being printed, copied, sent or received.

· Information users should follow normal practice for the use of Information Technology systems to ensure the security and privacy of in-confidence information stored on computer systems including, but not limited to:

–
user account and password protection, use and management
–
automatic screen shutdown or automatic log-off in place on all PCs.

· Identifiable information should not be copied to or held on workstation hard disks, or copied and removed from the data holding without permission of the data custodian.

· Funded agencies must take reasonable steps to destroy or permanently de-identify personal information if it is no longer needed for any purpose for which the information was collected.

· In relation to the collection of the statistical linkage key components, the AIHW Ethics Committee has recommended protocols which are in place by agreement between all jurisdictions and the AIHW. These protocols include advising the service user that information about them will be released to the relevant funding body and the AIHW. However this information will not identify the service user by full name or address and will be kept confidential i.e. securely stored and released in a non-identifiable form (see also Box 1).

(See also Appendix C for excerpt from AIHW information security procedures.)

Q4. Dissemination and use

· Dissemination and use of the data should be in accordance with these CSTDA NMDS privacy and data principles and those relating to the purpose of the collection.

· Data should be carefully interpreted, and any conclusions drawn based on rigorous and balanced analysis of the CSTDA NMDS data and other relevant information. 

· In published tables, the amount of personal information in small cells should be reduced to decrease the potential for identification.

· Published data should be made available, in suitable formats to data providers (e.g. funded agencies) and data subjects (e.g. CSTDA service users).

Box 1: AIHW Ethics Committee guidelines for the CSTDA NMDS

In accordance with AIHW Ethics Committee guidelines, each jurisdiction has provided written confirmation that: 

1.
Agencies participating in the CSTDA NMDS collection will be informed of the collection’s Privacy and Data Principles, which outline their legal obligations under the Privacy Act 1988 and the Privacy (Private Sector) Amendment Act 2000, and refer agencies to the Acts themselves.

2.
The ‘information subjects’ (people with a disability who are the service consumers) will be informed about the information being recorded and its purpose, as well as their right to access the information and update or correct it. The following paragraph has been approved for this purpose:

       Please note that <agency name> is required to release information about service users (without identifying you by full name, or address) to <CSTDA funding dept name>, and to the Australian Institute of Health and Welfare, to enable statistics about disability services and their clients to be compiled. The information will be kept confidential. This information is used for statistical purposes only and will not be used to affect your entitlements or your access to services. As a user of CSTDA-funded services you have the right to access your own files and to update or correct information included in the CSTDA NMDS collection.

3.
The unit record file will not be matched, in whole or in part, with any other information for the purposes of attempting to identify individuals, nor will any other attempt be made to identify an individual.

4.
The person/organisation will not disclose, release or grant access to the information to any other person or organisation, except as statistical information that does not identify an individual.

5.
The information will be used only for statistical purposes and will not be used as a basis for any legal, administrative or other purpose.

6.
Details relating to any deviations from the standards are provided, including how alternative arrangements accord with relevant privacy legislation.

Appendix A: Summary of information privacy principles

Appendix A provides a summary of the Information Privacy Principles contained in the Privacy Act 1988. The Information Privacy Principles regulate the information-handling practices of Australian Government agencies and their contractors. 

The Information Privacy Principles in plain English

(Graham Greenleaf – July 1989)

Principle 1: Restricting collection of information to lawful purposes and by fair means

Agencies must not collect personal information unless: 

(i)
it is collected for a lawful purpose directly related to a function or activity of the agency 

(ii)
the means of collection are lawful and fair.

Principle 2: Informing people why information is collected

Agencies must ensure that people from whom they solicit personal information are generally aware, before collection or as soon as practical thereafter, of: 

(i)
the purpose of collection 

(ii)
any legal authority for the collection 

(iii)
any third parties to which the collecting agency discloses such information as a usual practice.

Principle 3: Ensuring personal information collected is of good quality and not too intrusive

Where an agency solicits personal information (whether from the person that the information is about or otherwise), it must take reasonable steps to ensure 

(i)
that the information is relevant to the purpose of collection, up-to-date and complete 

(ii)
that its collection does not unreasonably intrude upon the person’s personal affairs.

Principle 4: Ensuring proper security of personal information

An agency must protect personal information against misuse by reasonable security safeguards including doing everything within its power to ensure that authorised recipients of the information do not misuse it.
Principle 5: Allowing people to know what personal information is collected and why 

Any person has a right to know whether an agency holds any personal information (whether on him or her or not), and if so:

(a)
its nature 

(b)
the main purposes for which it is used 

(c)
the classes of persons about whom it is kept 

(d)
the period for which each type of record is kept 

(e)
the persons who are entitled to have access to it, and under what conditions
(f)
how to obtain access to it. 

Each agency must maintain an inspectable register of this information, and must inform the Privacy Commissioner annually of its contents.

Principle 6: Allowing people access to their own records

A person has a right of access to personal information held by an agency, subject to exceptions provided in the Freedom of Information Act 1982 or any other law.

Principle 7: Ensuring that personal information stored is of good quality, including allowing people to obtain corrections where it is not

Agencies must make corrections, deletions and additions to personal information to ensure that it is: 

(i)
accurate 

(ii)
relevant, up-to-date, complete and not misleading (given the purpose of collection and related purposes), subject to exceptions provided in the Freedom of Information Act 1982 or any other law. 

Agencies are also required to add a reasonable statement by a person to that person’s record, on request.

Principle 8: Ensuring that personal information is of good quality before using it 

Agencies must take reasonable steps to ensure that personal information is accurate, up-to-date and complete (given the purpose of collection and related purposes) before using it.

Principle 9: Ensuring that personal information is relevant before using it

Agencies may only use personal information for purposes to which it is relevant.

Principle 10: Limiting the use of personal information to the purposes for which it was collected

Agencies may not use personal information for purposes other than for which it was collected, except: 

(a)
with the consent of the person 

(b)
to prevent a serious and imminent threat to a person’s life or health 

(c)
as required or authorised by law
(d)
where reasonably necessary for the enforcement of criminal or revenue laws
(e)
for a directly related purpose. 

In the case of exception (d), but not otherwise, the use must be logged.
Principle 11: Preventing the disclosure of personal information outside the agency

Agencies may not disclose to anyone else personal information, with the same exceptions as apply as to Principle 10(a)–(d), plus an additional exception where the subject of the information is reasonably likely to be aware of the practice of disclosure (or reasonably likely to have been made aware under Principle 2). The recipient of information under one of these exceptions may only use it for the purpose for which it was disclosed.
Appendix B: Private sector privacy law

Appendix B is extracted from Information Sheets, developed by the Office of the Federal Privacy Commissioner (2001) about the new private sector privacy law (see office of the Privacy Commissioner 2001). Further information on privacy can be obtained from the Federal Privacy Commissioner’s web site (see Office of the Privacy Commissioner 2001).

An overview of the Privacy Amendment (Private Sector) Act 2000
The Privacy Amendment (Private Sector) Act 2000 regulates the way the private sector organisations can collect, use, keep secure and disclose personal information. For the first time, it gives individuals the right to know what information an organisation holds about them and a right to correct that information if it is wrong.

What does the Act mean to service users?

The Act means service users now have the right to know why a private sector organisation is collecting their personal information, what information it holds about them, how it will use the information and who else will get the information. Except for some special circumstances, service users can ask to see this information and for the information to be corrected if it is wrong. Service users can also make a complaint if they think their information is not being handled properly. A service user could also apply to the Federal Court or the Federal Magistrate’s Court for an order to stop an organisation from engaging in conduct that breaches the National Privacy Principles (NPPs).

What is ‘personal information’?

The Act covers personal information. It has special protection for personal information that is sensitive information. The Privacy Act only applies to information that is recorded in some form, which can include in an electronic record.

Personal information is information or an opinion that can identify a person. 

Sensitive information is information about an individual’s racial or ethnic origin, political opinions, membership of a political association, religious beliefs or affiliations, philosophical beliefs, membership of a professional or trade association, membership of a trade union, sexual preferences or practices, criminal record, or health information.

Who will the new private sector provisions apply to? 

The Act will apply to ‘organisations’ in the private sector. An organisation can be an individual, a body corporate, a partnership, an unincorporated association or a trust. It will cover:

· businesses, including not-for-profit organisations such as charitable organisations, sports clubs and unions, with a turnover of more than $3 million
· federal government contractors
· health funded agencies that hold health information (even if their turnover is less than $3 million)
· organisations that carry on a business that collects or discloses personal information for a benefit, service or advantage (even if their turnover is less than $3 million)
· small businesses with a turnover of less than $3 million that choose to opt-in
· incorporated state government business enterprises
· any organisation that regulations say are covered.

The new provisions will not apply to:

· state or territory authorities, e.g. Ministers, departments, courts and local government councils
· political parties and acts of political representatives in relation to electoral matters
· most small businesses with an annual turnover of less than $3 million
· acts or practices in relation to employee records of an individual if the act or practice directly relates to a current or former employment relationship between the employer and the individual
· acts or practices of media organisations in the practice of journalism.

When does the Act come into operation?

Most organisations, including all health services holding health information, will have 
12 months to get ready for the new scheme. The new provisions will apply from 
21 December 2001. Small businesses (except health services) covered by the new provisions have an additional 12 months meaning full coverage of the new provisions effective from December 2002. 

What are the National Privacy Principles (NPPs)?

The NPPs set the base line standards for privacy protection. Organisations may have and enforce their own privacy codes. These codes must be approved by the Privacy Commissioner as having obligations at least equivalent to the NPPs and meet other requirements. The code must have an independent code adjudicator to handle complaints. If the code does not provide for a complaints handling mechanism the Privacy Commissioner is the code adjudicator.

Organisations that do not have their own code must comply with the NPPs set out in the Privacy Amendment (Private Sector) Act. The Privacy Commissioner handles complaints in these circumstances.

The NPPs are 10 principles or rules in the Act about how organisations should handle personal information. They cover collection (NPP1), use and disclosure (NPP 2), data quality (NPP3), data security (NPP 4) openness (NPP 5), access and correction (NPP6), identifiers (NPP7), anonymity (NPP 8), transborder flow of data (NPP 9) and sensitive information (NPP 10).

Only some of the NPPs will apply to information that organisations already hold when the new provisions come into effect. The NPPs relating to data security, data quality when information is used and disclosed, identifiers and transborder flow will apply regardless of when the information was collected. The principle relating to access and correction will apply to all information collected after the new provisions apply, and any already existing information that is used. Those principles relating to collection, use and disclosure, data quality when it is collected, and sensitive information will not apply to information collected before the new provisions come into effect.
Appendix C: AIHW security and privacy

AIHW policy and procedures on information security and privacy: excerpts

The AIHW has documented procedures, approved by its Board, covering information security and privacy. These policies and procedures seek to put into effect the requirements of the Institute’s legislation and other relevant legislation (i.e. The Privacy Act 1988). The AIHW has particularly strong attributes as a data custodian as we are bound by our own legislation in addition to privacy legislation and have a strong culture of ensuring data security. 

The principles relating to data custodianship complement the Information Privacy Principles in Appendix A, and are worth considering in the context of the CSTDA NMDS redevelopment. A brief excerpt follows.

Selected principles on information storage, retention and retrieval

1. Data custodians are responsible for ensuring their data holdings are protected from unauthorised access, alteration or loss. 

2. Paper-based identifiable information must be kept securely locked away when not in use. The minimum requirement is that, outside normal working hours, the information must be stored in locked drawers or cabinets.

3. Particular care must be taken regarding the printout and photocopying of paper-based information. Users must stand by printers, photocopiers and fax machines while this material is being printed, copied, sent or received.

4. Information users must follow normal practice for the use of Information Technology (IT) systems to ensure the security and privacy of in-confidence information stored on computer systems including, but not limited to:

· user account and password protection, use and management

· automatic screen shutdown or automatic log-off in place on all PCs.

5. Identifiable information must not be copied or removed from Institute premises without specific approval from the relevant data custodian (where the release has been approved by the AIHW Ethics Committee).

6. Identifiable information must not be copied to or held on work station hard disks.

7. In published tables, the amount of information in small cells should be reduced to decrease the potential for identification.
Note: Copies of all relevant source documents are available from the AIHW on request.
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