


[bookmark: _Toc217383967][bookmark: _Toc1357483468]Attachment 15: Procedures to follow when responding to a suspected data incident or breach
The NHDH Data Incident/Breach Response Flowchart outlines five crucial steps for NHDH users to follow when there is a suspected data incident/breach. These five steps include:
1. Respond to the incident by carrying out an assessment to identify facts, risks and potential harm. 
2. Contain the incident by taking immediate steps to limit any further access or distribution of the affected personal information, or the possible compromise of other information. Containment might include recalling an email, isolating data from exposure to unauthorised access, deleting copies (including copies in deleted folders), and removing individual access permissions.
3. Suspend the source of the incident by stopping all project analyses and access. 
4. Report the incident to the AIHW immediately. Rapid response to an incident is essential in preventing serious harm to individuals.
5. Capture and review the incident to prevent recurrence. AIHW will provide the Project Leader with a data incident/breach spreadsheet to complete. Ensure that mitigative action is taken, such as providing documentation and training/onboarding for new staff or new project team members.
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Assess

e|dentify the suspected data incident or breach and assess
the impacts

eRecord any information regarding the suspected data
incident/breach

Contain

*Prevent and minimise the spread and impact of the data
incident/breach by taking the following actions:
eRecall emails
eContact any data recipients and ask for written confirmation
that email and attachments have been deleted, haven't been
shared, and/or all shared copies have also been deleted

Suspend

*Stop the data incident/breach by suspending project and
analyses until it has been resolved

Report

eContact the NHDH Linkage Client Services Team immediately at
nhdh@aihw.gov.au and follow their instructions

eReport the data incident/breach to your supervisor

eOnce reported, each suspected data incident/breach is assessed
by the AIHW Privacy Officer or delegate

Capture

eDocument and review the data incident/breach

e AIHW will supply a spreadsheet/template for the Project Leader
to complete describing the suspected data incident/breach

eTake action to prevent the occurence of future data
incidents/breaches





