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	Confidentiality undertaking –
staff, contractors and consultants


Instructions	
This agreement is designed to be completed electronically and then printed and authorised by the appropriate Unit Head or Delegate. Complete the form by entering the information in the fields provided. 
1. All staff members, contractors, consultants (including those paid through a recruitment agency), Working group/Advisory group members and any other person being authorised to access AIHW ICT systems and/or approved aggregate output released from AIHW secure access environments (prior to third party release approval) must read and sign this agreement. 
	Details

	Name (uppercase):
	     

	Company / Agency name – if applicable (uppercase):
	     


· I understand that the Australian Institute of Health and Welfare acquires and holds health- and welfare- related information which is ‘information concerning a person’ and which is subject to the provisions of section 29 of the Australian Institute of Health and Welfare Act 1987 (Attachment A). 
· I agree to abide by the Governance protocols for the National Health Data Hub (NHDH) and the requirements set out on the use of the NHDH data. 
· I understand that I may become an ‘informed person’ within the meaning of section 29 of the Act and that criminal penalties, including imprisonment, apply for improperly divulging or communicating information to which section 29 applies. 
· I undertake that I will not directly or indirectly access, use, divulge, communicate or retain any information or statistics except as permitted by the Act and in accordance with my role.
· I understand that the Institute acquires and holds ‘personal information’ as defined in Section 6(1) of the Privacy Act 1988 (Cth). 
· I understand that personal information must be managed in accordance with the: Australian Privacy Principles in Schedule 1 of the Privacy Act, and associated guidelines and regulations, for example the Guidelines under section 95 of the Privacy Act 1988, and
I agree to protect the confidentiality of personal information in accordance with these Acts and Guidelines.
	Executed as a Deed by:

	
Signature:
	
	
Date:   /   /

	Authorised and witnessed by:

	Name in full (uppercase):
	     

	
Signature:
	
Date:   /   /


Attachments
A. Confidentiality - an extract from section 29 of the Australian Institute of Health and Welfare Act 1987.
B. Australian Privacy Principles in the Privacy Act 1988 Schedule 1 [print latest version and hand to signatory]
C. Guidelines under section 95 of the Privacy Act 1988 (NHMRC, 2014)
https://www.nhmrc.gov.au/about-us/publications/guidelines-under-section-95-privacy-act-1988 [print latest version and hand to signatory]

	ICT Servicedesk use only:

	Date received:
	   /    / 

	Name of actioner:      
	Date:   /   / 



Attachment A: Section 29 of the Australian Institute of Health and Welfare Act 1987
(i)  29 Confidentiality
(1) Subject to this section, a person (in this subsection called the informed person) who has:
(a) any information concerning another person (which person is in this section called an information subject), being information acquired by the informed person because of:
(i)  holding an office, engagement or appointment, or being employed, under this Act.
(ii)  performing a duty or function, or exercising a power, under or in connection with this Act; or
(iii)  doing any act or thing under an agreement or arrangement entered into by the Institute; or
(b) any document relating to another person (which person is in this section also called an information subject), being a document furnished for the purposes of this Act. 
shall not, except for the purposes of this Act, either directly or indirectly:
(c) make a record of any of that information or divulge or communicate any of that information to any person (including an information subject).
(d) produce that document to any person (including an information subject); or
(e) be required to divulge or communicate any of that information to a court or to produce that document in a court.
Penalty: $2,000 or imprisonment for 12 months, or both.
(2) Subject to subsections (2A) and (2B), nothing in this section prohibits:
(a) a person from divulging or communicating information, or producing a document, to the Minister if it does not identify an information subject.
(b) a person from divulging or communicating information, or producing a document, to a person specified in writing by the person (in this subsection called the information provider) who divulged or communicated the information, or produced the document, directly to the Institute.
(c) a person from divulging or communicating information, or producing a document, to a person specified in writing by the Ethics Committee if to do so is not contrary to the written terms and conditions (if any) upon which the information provider divulged or communicated the information, or produced the document, directly to the Institute; or
(d) the publication of conclusions based on statistics derived from, or of particulars of procedures used in, the work of the Institute, if:
(i) to do so is not contrary to the written terms and conditions (if any) upon which an information provider divulged or communicated information relevant to the publication, or produced a document relevant to the publication, directly to the Institute; and
(ii) the publication does not identify the information subject.
(2A) Paragraph (2)(c) applies only to information that is health‑related or welfare‑related information and statistics.
(2B) Paragraph (2)(c) applies to a document only to the extent to which the document contains health‑related or welfare‑related information and statistics.
(3) A person to whom information is divulged or communicated, or a document is produced, under paragraph (2)(a), (b) or (c), and any person under the control of that person is, in respect of that information or document, subject to subsection (1) as if the person were a person exercising powers, or performing duties or functions, under this Act and had acquired the information or document in the exercise of those powers or the performance of those duties or functions.
(4) In this section:
(a) court includes any tribunal, authority or person having power to require the production of documents or the answering of questions.
(b) person includes a body or association of persons, whether incorporated or not, and also includes:
(i)  in the case of an information provider—a body politic; or
(ii)  in the case of an information subject—a deceased person.
(c) produce includes permit access to.
(d) publication, in relation to conclusions, statistics or particulars, includes:
(ii)  the divulging or communication to a court of the conclusions, statistics or particulars; and
(iii)  the production to a court of a document containing the conclusions, statistics or particulars; and
(e) a reference to information concerning a person includes:
(i)  a reference to information as to the whereabouts, existence or non‑existence of a document concerning a person; and
(ii)  a reference to information identifying a person or body providing information concerning a person.
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